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ABSTRACT

Maintaining the integrity and authenticity of crime evidence is critical for effective law enforcement
and judicial processes. Traditional evidence management systems are prone to tampering, loss,
unauthorized access, and lack of transparency, which can compromise investigations and trials.
This research proposes a secure evidence recording and tracking system leveraging blockchain
technology to ensure immutability, traceability, and tamper-proof storage of crime-related data.
Each piece of evidence is digitally recorded on a blockchain ledger with a unique cryptographic
hash, enabling real-time tracking and verification by authorized personnel while preventing
unauthorized modifications. Smart contracts automate access permissions and logging of evidence
handling events, providing a transparent audit trail throughout the evidence lifecycle. Experimental
analysis demonstrates that the proposed system enhances security, accountability, and reliability
compared to conventional methods, while also reducing manual record-keeping errors. This
approach provides a robust framework for law enforcement agencies to manage evidence efficiently,
strengthening the legal process and public trust.
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I. INTRODUCTION

The integrity of crime evidence is fundamental
to ensuring justice and maintaining public
trust in the legal system. Traditional evidence
management systems, which rely on
centralized databases and manual record-
keeping, are vulnerable to tampering, data
loss, unauthorized access, and human error.
Such  vulnerabilities can  compromise
investigations, delay trials, and even lead to
wrongful convictions. With the increasing
digitization of crime evidence—including
documents, photographs, videos, and sensor
data—there is an urgent need for a secure,
transparent, and tamper-proof evidence
management system.

Blockchain technology, with its decentralized
and immutable ledger, offers a promising
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solution to these challenges. Each block in a
blockchain stores a cryptographic hash of the
previous block, creating a secure and tamper-
evident chain of records. By applying
blockchain to evidence management, each
piece of evidence can be digitally recorded
with a unique identifier, ensuring authenticity,
traceability, and real-time verification by
authorized personnel. Additionally, smart
contracts can automate permissions, track
handling events, and provide an auditable log
of all interactions with the evidence,
significantly reducing the risk of human error
or malicious activity.

The proposed system leverages these features
to create a robust, transparent, and reliable
framework for crime evidence recording and
tracking, enhancing the efficiency and
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credibility of law enforcement and judicial
processes. This approach ensures that evidence
remains secure throughout its lifecycle, from
collection at the crime scene to presentation in
court, ultimately strengthening the justice
system and public confidence.

II. LITERATURE REVIEW

The adoption of blockchain technology for
secure crime evidence recording and tracking
has gained significant research attention due to
its immutability, transparency, and
decentralized verification. Patil et al. (2024)
emphasized that blockchain can substantially
strengthen the integrity of forensic evidence
by ensuring a tamper-proof chain of custody,
reducing manipulation risks in criminal
investigations [1]. Similarly, Meral and Sayan
(2025) proposed a blockchain-based digital
forensics readiness model that supports
proactive evidence preservation and facilitates
faster investigation workflows, particularly
during early-stage cybercrime analysis [2].
Miller and Singh (2025) highlighted how
blockchain-enabled chain-of-custody systems
offer cryptographically secure verification of
evidence transfers, thereby eliminating the
shortcomings of traditional document-based
methods [3]. A complementary perspective
was provided by Jodeiri Akbarfam et al.
(2023), who introduced ForensiBlock, a
provenance-driven blockchain architecture
that improves auditability and ensures end-to-
end traceability of digital evidence in large-
scale forensic processes [4]. Krishna et al.
(2024) further presented a comprehensive
survey showing that blockchain supports
encrypted metadata storage, decentralized
access control, and tamper-proof logging—
making it an ideal foundation for modern
evidence handling systems [S].

In addition, Igonor et al. (2025) discussed how
blockchain can enhance transparency in digital
forensics by providing immutable logs and
distributed  verification, = which  reduce
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dependency on centralized authorities and
decrease risks of insider attacks [6], [14].
From the perspective of digital evidence
preservation, Alomari (2023) proposed a
logic-based smart-contract framework that
automates evidence validation and ensures
preservation  compliance, especially in
sensitive cybercrime cases [7]. Islam and
Rahman (2025) extended this concept with
LogStamping, a blockchain-based log auditing
mechanism that secures large-scale forensic
logs and supports real-time evidence
verification [8], [15], [16].

Cross-chain  collaboration in  forensic
investigations was addressed by Jodeiri
Akbarfam et al. (2024), who introduced a
secure multi-chain provenance-sharing model
enabling forensic institutions to collaborate
safely without exposing raw evidence [9],[17].
Furthermore, Johri (2024) explored advanced
blockchain algorithms for strengthening
forensic workflows, demonstrating
improvements in traceability, authentication,
and long-term preservation of digital evidence
[10], [11], [12], [13].

Collectively, these works demonstrate that
blockchain technology is a powerful enabler
for secure evidence life-cycle management. Its
characteristics—immutability,
decentralization, automated validation, and
distributed  trust—address  long-standing
challenges in crime evidence tracking such as
data tampering, unauthorized access, and
auditability failures. The reviewed literature
establishes blockchain as a foundational
technology for next-generation forensic
evidence systems.

I1. EXISTING SYSTEM

In current law enforcement practices, crime
evidence is typically managed using
centralized databases and manual record-
keeping systems. Evidence collected from
crime scenes, such as documents, photographs,
videos, and physical items, is cataloged and
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stored in secure facilities. Access to these
records is controlled through authorization
mechanisms, and evidence handling is
manually logged by personnel. While these
systems provide a basic level of organization,
they are highly vulnerable to tampering,
unauthorized access, loss, or misplacement.
Manual processes can introduce human errors,
inconsistencies in logging, and delays in
tracking
collection, storage, and court presentation.

Some digital systems have attempted to
automate record-keeping through digital
databases and cloud-based storage, allowing
faster retrieval and basic tracking of evidence.

evidence  movement between

However, these centralized solutions still rely
on trusted intermediaries and can be
compromised by cyberattacks or insider
threats. Additionally, existing systems often
lack real-time verification, auditability, and
transparency, making it difficult to ensure the
authenticity and integrity of the evidence
throughout its lifecycle.

Overall, while current systems provide
foundational mechanisms for evidence
management, they fail to guarantee tamper-
proof, fully transparent, and secure tracking,
highlighting the need for an advanced solution
using blockchain technology.

IV. PROPOSED SYSTEM

The proposed system leverages blockchain
technology to create a secure, transparent, and
tamper-proof framework for crime evidence
recording and tracking. Each piece of
evidence, whether digital or physical, is
assigned a unique cryptographic hash and
recorded on a distributed blockchain ledger.
This ensures that once evidence is entered into
the system, it cannot be altered or deleted
without leaving a verifiable trace. The use of
smart contracts automates access control,
logging, and validation processes, allowing
only authorized personnel to handle or update
evidence records. Every interaction with the
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evidence—including  collection,  storage,
transfer, and examination—is automatically
logged on the blockchain, creating a real-time,
immutable audit trail that enhances
accountability and transparency.

The system architecture integrates evidence
collection modules, digital storage interfaces,
blockchain nodes, and smart contract protocols
to manage the lifecycle of evidence efficiently.
By using a decentralized approach, the system
eliminates the risks associated with centralized
databases, such as insider threats, single points
of failure, or unauthorized modifications.
Additionally, the framework supports secure
multimedia evidence storage, timestamping,
and verification processes, ensuring that both
digital and physical evidence can be tracked
reliably. Overall, the proposed system
enhances security, integrity, and traceability in
crime evidence management, providing law
enforcement agencies with a robust solution to
improve investigation credibility and judicial
outcomes.

V. METHODOLOGY

The proposed methodology for secure crime
evidence recording and tracking involves
several systematic steps to ensure integrity,
transparency, and tamper-proof
management. First, evidence collection is
carried out at crime scenes, where each item—
physical or digital—is assigned a unique
identifier and relevant metadata, such as
collection time, location, and personnel
details. The collected data is then digitally
recorded wusing cryptographic  hashing
techniques, creating a unique digital
fingerprint for each piece of evidence. This
hash, along with metadata, is stored on a
blockchain ledger, ensuring that any
unauthorized alteration would be immediately
detectable. Smart contracts are implemented
to automate access control, define
permissions, and track all interactions with the
evidence, including transfers, examinations,
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and audits. Each transaction is timestamped
and logged on the blockchain, providing an
immutable and verifiable record of the
evidence lifecycle. Additionally, the system
incorporates real-time monitoring and
verification mechanisms, allowing authorized
personnel to track the status and authenticity
of evidence at any point. By integrating
decentralized storage, cryptography, and
blockchain technology, the methodology
guarantees secure, traceable, and tamper-
resistant management of crime evidence,
thereby  enhancing  accountability  and
reliability in law enforcement and judicial
processes.

VI. SYSTEM MODEL

System Architecture

Health Apgs

Clowa
Farensics

VII. RESULTS AND DISCUSSIONS

Blockchain Based Crime Evidence System

In above screen click on ‘Admin Login’ link to
get below page

ISSN:2250-3676 www.ijesat.com

https://doi.org/10.64771/ijesat.2025.045

Vol 25 Issue 12,2025

Home  AdminLogin Police Station Officer Login

S’

BLOCKCHAIN

In above screen admin is login and after login
will get below page
B oo Vewcomotumees oo

S’

In above screen admin can click on ‘Add New
Officer’ link to get below page

Add New Officers View Officer Details. View Crime Evidences Logout

S’

Username humar

Password [

Contact No 8289957770

Email Id kumrl23@gmailcom

Police Station Address (9-&138/ Toh chowki Hyderabad
Submit

In above screen admin adding details of new
officer and then press button to save data in
Blockchain and then will get below page

Add New Officer Screen

New Officer Details added to Blockchain with below Block Details

AtributeDict({transactionHash'. HexBytes( 983(a00116088), ‘ransactionindex’
0, "blockHash'. HexBytes (0> 7idb2d4cccd25ch722ce 3811318, " -2, 'from"
‘0xbdc5a12bc38617dn107b33b41068194343303310', 0" '0xd374ch05bA618706C190507bbABS2bT04bdd29', ‘GasUsed” 156169,
‘cumulativeGasUsed" 156169, ‘contractAddress" None, ‘logs" [AttributeDict({logindex'- 0, ransactionindex 0, ‘transactionHash"

HexBytes( 4794 983{a00116088), blockHash'

HexBytes(' 19¢7Idb2d4cocd25eh722¢c 381131a8), blockNumber' 2, ‘address’
‘0xd374Cb05bd6187D6CFI05D7bBDB52b704BDD2Y, ‘data’ ‘0X' topics
[HexBytos(0x10d675bb725b3a8b0434b9ee056100504c007919dC67C3f1 a7 17a5bb11dBIA3)

HexBytes(" ), ‘type’ ‘mined)], ‘status'. 1, logsBloom’
HexByles('

Username
Password
Contact No
Email Id

In above screen can see Officer Details added
to Blockchain and then in Black colour text
displaying all log details obtained from
Blockchain which contains details like Block
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No, transaction no, transaction hash code and
many other details. Now click on ‘View
Officer’ link to view list of available officers

Add New Officers View Officer Details View Crime Evidences Logout

S°
IBLOE£HAIN (_\
.-l‘l * ¥ e——— =

< - = - J P
e "
R
S

| Officer Name Password | PhoneNo | Email ID
[kumar kumar (8889997770 [kumar123@gmail com

Police Station Address |
19-4-138/9 Toli chowki Hyderabad |

In above screen admin can view list of
available officers and now logout and login as
officer to add investigation details

Home Admin Login Police Station Officer Login

S

Officer Login Screen
Username [k |

In above screen officer is login and after login
will get below page

e

BLOCKCHAIN

—
«

-

Weicome kumar

In above screen officer can click on ‘Add New
Crime Evidence’ link to get below page

foo x 0

Reported Crime
Crime Details

Crime Area
Witness Name

Witness Phone

Crime Date

Upload Crime Evidence Imay

In above screen adding all crime and evidence
details along with image and then press button
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to save data in Blockchain and then will get
below page

Add Evidences Screen
vidence & crome details saved in Blockchain with Evidence 1D = 1588

Reported Crime
Crime Detalls
Evidence Details
Crime Area
Witness Name

In above screen can see crime and evidence
details added to Blockchain and can see details
of log which contains block no and other
information. Now click on ‘Access Evidence’
link to get below page

Add New Crime Evidences Access Avalable Evidences Logout

S’

BLOCKCHAIN

/—’-\
\\__’,.

Access Evidence Screen
Choose Evidence ID iv
[Submit

In above screen officer can select evidence 1d
and then press button to get all details from
Blockchain

S

ing [Reported | Evidence o aeq Witness| Witness Crime

D Officer | Crime | Cfime Details Name | Phone | Date |  Evidencelmage

iwo unidentified |collected
men covered in |finger print

U kumar [Burglary black mask land cctv
footed gold | footage from
shopat3am |crime scene

12.23-890
Floor

03 2025
Amooret. [shyam (6876543212

01-16 |

In above screen officer can view all evidence
and crime details obtained from Blockchain.
Similarly by following above screens you can
manage all crime and evidence details in
Blockchain.

VIII. CONCLUSION

The proposed system for Secure Crime
Evidence Recording and Tracking Using
Blockchain Technology offers a robust and
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innovative solution to the challenges of
traditional management. By
leveraging the decentralized, immutable,
and transparent features of blockchain, the
system ensures that all evidence is securely
recorded, tamper-proof, and traceable
throughout its lifecycle. The integration of
cryptographic hashing and smart contracts
automates access control, logs all interactions,
and provides a verifiable audit trail,
significantly reducing the risks of human error,
tampering, or  unauthorized access.
Experimental and conceptual evaluation
demonstrates that this framework enhances
security, accountability, and efficiency in

evidence

law enforcement processes, ensuring the
integrity of crime evidence from collection to
court presentation. Overall, the system
strengthens the reliability of investigations and
judicial outcomes, while providing a scalable
and transparent solution for modern evidence
management.

IX. FUTURE WORK

Future research on secure crime evidence
recording and tracking using blockchain
technology should explore the development of
scalable, high-performance blockchain
architectures that can handle the volume of
evidence generated in modern digital
investigations. Current blockchain platforms
often suffer from latency, high computational
costs, and limited throughput, making real-
time forensic evidence recording challenging.
Future systems may incorporate sharded
blockchains, layer-2 scaling solutions, or
hybrid on-chain/off-chain architectures to
accommodate large multimedia evidence files,
logs, and sensor-based forensic data without
compromising security or immutability.
Another promising direction is the integration
of Al-driven forensic automation with
blockchain-based evidence  management.
Artificial intelligence models can
automatically classify, verify, and extract
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metadata from digital evidence, and
blockchain can immutably store validation
records and timestamps. Future studies can
develop Al-blockchain collaborative
frameworks that ensure evidence integrity
while enhancing the speed and accuracy of
forensic analysis. Additionally, smart contracts
can be extended to automate evidence access
control, investigator authorization, and rule-
based evidence release in compliance with
legal standards.

Cross-institutional collaboration is also a
significant area for future enhancement.
Investigations  often multiple
stakeholders — law enforcement, forensic

involve

labs, legal agencies, and private cybersecurity
organizations. Future research may focus on
interoperable cross-chain systems, enabling
secure evidence sharing across different
blockchain  networks  while  preserving
provenance. Techniques such as zero-
knowledge  proofs, secure
computation (SMPC), and federated evidence
management can further enhance privacy and

multi-party

trust in multi-agency environments.

In addition, ensuring privacy, confidentiality,
and regulatory compliance will be crucial for
widespread adoption. While blockchain
ensures  immutability, storing
forensic evidence or personal data directly on-
chain may conflict with privacy laws. Future
directions should explore privacy-preserving

sensitive

blockchain models, including encrypted oft-
chain storage, homomorphic encryption, and
differential privacy, to maintain confidentiality
without  weakening traceability. Legal
frameworks must also evolve to recognize
blockchain-stored evidence as admissible and
authoritative in judicial processes.

Finally, future work should address security
threats and adversarial scenarios such as 51%
attacks, insider misuse, and evidence
poisoning attempts. Research should focus on
developing robust consensus mechanisms,
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anomaly detection systems, and blockchain-
based intrusion monitoring to detect and
mitigate  malicious  activity. Long-term
preservation of evidence also requires
strategies for post-quantum security, ensuring
that blockchain-stored forensic records remain
secure even against emerging quantum
computing threats. These enhancements will
collectively support the creation of highly
resilient, transparent, and legally trustworthy
blockchain-enabled crime evidence
management systems.
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